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Notice of privacy practices

Effective: April 14, 2003
Revised: September 1, 2016

This notice describes how medical information about you may be used and disclosed and how you can
get access to this information. Please review it carefully. Please share this information with your
covered adult dependents.

The South Carolina Public Employee Benefit Authority (PEBA) is committed to protecting the privacy of
your protected health information. PEBA may access your medical claims information and related
protected health information in order to provide you with health insurance and to assist you in claims
resolution. This notice explains how PEBA may use and disclose your protected health information,
PEBA’s obligations related to the use and disclosure of your protected health information and your
rights regarding your protected health information. PEBA is required by law, the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) and the Health Information Technology for Economic
and Clinical Health Act (HITECH Act), to make sure that protected health information that identifies you
is kept private, to give you this notice of its privacy practices and to follow the terms of its current
notice. This notice applies to all of the records of your protected health information maintained or
created by PEBA. All PEBA employees will follow the practices described in this notice.

If you have any questions about this Notice of Privacy Practices, please contact:

S.C. Public Employee Benefit Authority
Attn: HIPAA Privacy Officer

202 Arbor Lake Drive

Columbia, SC 29223

Phone: 803.737.6800 | Fax: 803.570.8110
E-mail: privacyofficer@peba.sc.gov

How PEBA may use and disclose protected health information

The following describes different ways PEBA may use and disclose your protected health information.
For each category of use or disclosure, this notice may present some examples. Not every use or
disclosure in a category will be listed. However, all of the ways that PEBA is permitted to use and
disclose information will fall within one of the categories.

e For treatment. PEBA may use and disclose your protected health information to coordinate and
manage your health care-related services by one or more of your health care providers. For
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example, a representative of PEBA, a case manager and your doctor may discuss the most
beneficial treatment plan for you if you have a chronic condition such as diabetes.

For payment. PEBA may use and disclose your protected health information to bill, collect
payment and pay for your treatment/services from an insurance company or another third
party; to obtain premiums; to determine or fulfill its responsibility for coverage or provision of
benefits; or to provide reimbursement for health care. For example, PEBA may need to give your
protected health information to another insurance provider to facilitate the coordination of
benefits or to your employer to facilitate the employer’s payment of its portion of the premium.
For health care operations. PEBA may use and disclose protected health information about you
for other PEBA operations. PEBA may use protected health information in connection with
conducting quality assessment and improvement activities; reviewing the competence or
qualifications of health care professionals; evaluating practitioner, provider and health plan
performance; underwriting, premium rating and other activities relating to health plan
coverage; conducting or arranging for medical review, legal services, audit services and fraud
and abuse detection programs; business planning and development such as cost management;
and business management and general administrative activities. For example, PEBA may
disclose your protected health information to an actuary to make decisions regarding premium
rates, or it may share your protected health information with other business associates that,
through written agreement, provide services to PEBA. These business associates, such as
consultants or third-party administrators, are required to protect the privacy of your protected
health information.

For purposes of administering the plan. PEBA may disclose your protected health information
to its Plan sponsor, the South Carolina Public Employee Benefit Authority, for the purpose of
administering the Plan. For example, PEBA may disclose aggregate claims information to the
Plan sponsor to set Plan terms.

However, consistent with the Genetic Information Nondiscrimination Act (GINA), PEBA will not
use or disclose, for underwriting purposes, protected health information that is genetic
information.

Business associates. PEBA may contract with individuals or entities known as Business
Associates to perform various functions on PEBA’s behalf or to provide certain types of services.
For example, PEBA may disclose your protected health information to a Business Associate to
process your claims for Plan benefits, pharmacy benefits, or other support services, but the
Business Associate must enter into a Business Associate contract with PEBA agreeing to
implement appropriate safeguards regarding your protected health information.

Treatment alternatives and health-related benefits and services. PEBA may use and disclose
your protected health information to contact you about health-related benefits or services that
may be of interest to you. For example, you may be contacted and offered enrollment in a
program to assist you in handling a chronic disease such as disabling high blood pressure.
Individuals involved in your care or payment for your care. PEBA may, in certain circumstances,
disclose protected health information about you to your representative such as a friend or
family member who is involved in your health care, or to your representative who helps pay for
your care. PEBA may disclose your protected health information to an agency assisting in
disaster relief efforts so that your family can be notified about your condition, status and
location.
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Research. PEBA may use and disclose your de-identified protected health information for
research purposes or PEBA may share protected health information for research approved by an
institutional review board or privacy board after review of the research rules to ensure the
privacy of your protected health information. For example, a research project may compare the
health/recovery of patients who receive a medication with those who receive another
medication for the same condition.

As required by law. PEBA will disclose protected health information about you when it is
required to do so by federal or South Carolina law. For example, PEBA will report any suspected
insurance fraud as required by South Carolina law.

To avert a serious threat to health or safety, or for public health activities. PEBA may use and
disclose protected health information about you when necessary to prevent a serious threat to
your health and safety, or to the health and safety of the public, or for public health activities.
Organ and tissue donation. If you are an organ donor, PEBA may disclose your protected health
information to organizations that handle organ, eye or tissue procurement, transplantation or
donation.

Coroners, medical examiners and funeral directors. PEBA may share your protected health
information with a coroner/medical examiner or funeral director as needed to carry out their
duties.

Military and veterans. If you are a member of the armed forces, PEBA may disclose protected
health information about you after the notice requirements are fulfilled by military command
authorities.

Workers’ compensation. PEBA may disclose protected health information about you for
workers’ compensation or similar programs that provide benefits for work-related injuries or
illness. Health oversight activities. PEBA may disclose your protected health information to a
health oversight agency for authorized activities such as audits and investigations.

Lawsuits and disputes. PEBA may disclose your protected health information in response to a
court or administrative order, a subpoena, discovery request, or other lawful process if PEBA
receives assurance from the party seeking the information that you have either been given
notice of the request, or that the party seeking the information has tried to secure a qualified
protective order regarding this information.

Law enforcement. PEBA may disclose information to a law enforcement official in response to a
court order, subpoena, warrant, summons, or similar process.

National security, intelligence activities and protective services. PEBA may disclose your
protected health information to authorized officials for intelligence, counterintelligence and
other national security activities; to conduct special investigations; and to provide protection for
the President, other authorized persons or foreign heads of state.

Inmates. If you are an inmate of a correctional institution or are in the custody of a law
enforcement official, PEBA may disclose your protected health information if the disclosure is
necessary to provide you with health care, or to protect your health and safety or the health and
safety of others.

Fundraising. PEBA will not use or release your protected health information for purposes of
fund-raising activities.
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e Sale or marketing. Your authorization is required for PEBA’s use or disclosure of any PHI for
marketing purposes, or for any disclosure by PEBA that constitutes the sale of PHI.

Your rights regarding your protected health information

You have the following rights regarding the protected health information that PEBA has about you:

e Right to inspect and copy. You have the right to request to see and receive a copy of your
protected health information or, if you agree to the preparation cost, PEBA may provide you
with a written summary. If PEBA maintains an electronic health record containing your
protected health information, you have the right to request that PEBA send a copy of your
protected health information in an electronic format to you. Some protected health information
is exempt from disclosure. To see or obtain a copy of your protected health information, send a
written request to: S.C. Public Employee Benefit Authority, Attn: HIPAA Privacy Officer, 202
Arbor Lake Drive, Columbia, SC 29223. PEBA may charge a fee for the costs associated with your
request. In limited cases, PEBA may deny your request. If your request is denied, you may
request a review of the denial.

e Right to amend. If you believe that your protected health information is incorrect or
incomplete, you may ask PEBA to amend the information by sending a written request to: S.C.
Public Employee Benefit Authority, Attn: HIPAA Privacy Officer, 202 Arbor Lake Drive, Columbia,
SC 29223, stating the reason you believe your information should be amended. PEBA may deny
your request if you ask it to amend information that was not created by PEBA, the information
is not part of the protected health information kept by or for PEBA , the information is not part
of the information you would be permitted to inspect and copy or your protected health
information is accurate and complete. You have the right to request an amendment for as long
as PEBA keeps the information.

e Right to an accounting of disclosures. You have the right to request a list of the disclosures of
your protected health information PEBA has made. This list will NOT include protected health
information released to provide treatment to you, to obtain payment for services or for health
care operations; releases for national security purposes; releases to correctional institutions or
law enforcement officials as required by law; releases authorized by you; releases of your
protected health information to you; releases as part of a limited data set; releases to
representatives involved in your health care; releases otherwise required by law or regulation
and releases made prior to April 14, 2003. You must submit your request for an accounting of
disclosures in writing to: S.C. Public Employee Benefit Authority, Attn: HIPAA Privacy Officer, 202
Arbor Lake Drive, Columbia, SC 29223, indicating a time period that may not go back beyond six
years. Your request should indicate the form in which you want the list (for example, by paper
or electronically). The first list that you request within a 12-month period will be provided free
of charge; however, PEBA may charge you for the cost of providing additional lists within a 12-
month period.

o Right to request restrictions of use and disclosure. You have the right to request a restriction
on the protected health information that PEBA uses or discloses. You also have the right to
request a limit on the protected health information that PEBA discloses about you to someone
who is involved in your care or the payment for your care. Please note that the protected health
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information collected by PEBA is not used for any other purpose than as necessary for the
administration of your benefits as described above and is kept confidential pursuant to the
requirements of state and federal law, including the protections under HIPAA and HITECH. PEBA
is not required to agree to your request(s). If PEBA does agree, PEBA will comply with your
request(s) unless the information is needed to provide you with emergency treatment. In your
request, you must specify what information you want to limit and to whom you want the limits
to apply. You must make these request(s), in writing, to: S.C. Public Employee Benefit Authority,
Attn: HIPAA Privacy Officer, 202 Arbor Lake Drive, Columbia, SC 29223

e Right to request confidential communications. You have the right to request that PEBA
communicate about your protected health information by alternative means or to an alternative
location to avoid endangering you. PEBA will accommodate your request if (a) it is reasonable,
(b) you state clearly that failure to communicate your protected health information by the
alternative means or to the alternative location could endanger you, and (c) you provide
reasonable alternative means or location for communicating with you. You must make these
request(s), in writing, to: S.C. Public Employee Benefit Authority, Attn: HIPAA Privacy Officer,
202 Arbor Lake Drive, Columbia, SC 29223.

o Right to restrict release of information for certain services. Unless the disclosure is required by
law, you have the right to restrict the disclosure of information regarding services for which you
have paid in full or on an out-of-pocket basis. This information can be released only upon your
written authorization.

o Right to a paper copy of this notice. You have the right to request a paper copy of this notice at
any time by contacting PEBA’s HIPAA Privacy Officer at: S.C. Public Employee Benefit Authority,
Attn: HIPAA Privacy Officer, 202 Arbor Lake Drive, Columbia, SC 29223. You may obtain a copy of
this notice at PEBA’s website at www.peba.sc.gov

e Right to breach notification. You have the right to be notified of any breach of your unsecured
protected health information.

Complaints

If you believe that your protected health information rights, as stated in this notice, have been violated,
you may file a complaint with PEBA’s HIPAA Privacy Officer and/or with the Office for Civil Rights, US
Department of Health and Human Services.

To file a complaint with the PEBA’s HIPAA Privacy Officer, contact:

S.C. Public Employee Benefit Authority
Attn: HIPAA Privacy Officer

202 Arbor Lake Drive

Columbia, SC 29223

Phone: 803.737.6800 | Fax: 803.570.8110
E-mail: privacyofficer@peba.sc.gov
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To file a complaint with the Office for Civil Rights, US Department of Health and Human Services,
contact:

Office for Civil Rights

U.S. Department of Health and Human Services
61 Forsyth Street, S.W., Suite 16T70

Atlanta, GA 30303-8909

Phone: 404-562-7886 | Fax: 404-562-7881
TDD: 404-562-7884

PEBA will not intimidate, threaten, coerce, discriminate against or take other retaliatory actions against
any individual who files a complaint.

Changes to this notice

PEBA reserves the right to change this notice. PEBA may make the changed notice effective for medical
information it already has about you as well as for any information it may receive in the future. PEBA
will post a copy of the current notice on its Web site and in its office. PEBA will mail you a copy of
revisions to this policy at the address that is on file with PEBA at the time of the mailing.

Other uses of protected health information

This notice describes and gives some examples of the permitted ways your protected health information
may be used or disclosed. PEBA will ask for your written permission before it uses or discloses your
protected health information for purposes not covered in this notice. If you provide PEBA with written
permission to use or disclose information, you can change your mind and revoke your permission at any
time by notifying PEBA in writing. If you revoke your permission, PEBA will no longer use or disclose the
information for that purpose. However, PEBA will not be able to take back any disclosure that it made
with your permission.
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